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Part 1: The Sovereignty Problem

What This Playbook Covers
This is the fourth document in the Dendro Logic AI Adoption Playbook Series. Documents 
1 and 2 covered AI agents in development teams and multi-agent system design. 
Document 3 covered AI adoption for the general workforce. This document addresses 
the question that underpins all three: where does your data actually go when you use AI, 
and what can you do to control it?

Every AI tool your business uses, whether it is a frontier model API, a self-hosted open-
weight model, an AI-powered SaaS product, or an employee using a free ChatGPT 
account, creates a data flow. That data flow has a physical location, a legal jurisdiction, 
and a set of contractual terms governing what happens to it. For many UK businesses, 
the answer to "where does our data go?" is "the United States" and the answer to "what 
happens to it?" is "it depends on which terms of service apply."

This playbook is not a theoretical discussion about data sovereignty. It is a set of 
actionable processes, templates, checklists, and verification procedures that UK 
businesses can use to understand their current data flows, assess the risks, implement 
appropriate controls, and demonstrate compliance. Every section ends with something 
you can do, not just something you now understand.

Why Sovereignty Matters Now
Three forces are converging to make data sovereignty an urgent priority for UK 
businesses adopting AI. First, the regulatory landscape is tightening. The Data (Use and 
Access) Act 2025 (DUAA), which received Royal Assent on 19 June 2025, introduces new 
requirements for automated decision-making, transfer risk assessments, and meaningful 
human intervention. The EU renewed the UK's adequacy decision on 19 December 2025, 
but this renewal is conditional and time-limited: a six-year term to 27 December 2031, 
with a review after four years. Any significant divergence from EU data protection 
standards could trigger a revocation.

Second, client expectations are changing. B2B contracts increasingly include AI clauses 
requiring disclosure of AI use, data residency commitments, and restrictions on which AI 
providers can process client data. Public sector procurement frameworks are moving 
towards mandatory UK data residency. Financial services regulators are tightening 
oversight of third-party AI providers.
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Third, the geopolitical reality is unavoidable. The most capable AI models are developed 
by US companies (Anthropic, OpenAI, Google, Meta) and Chinese companies (Alibaba's 
Qwen, DeepSeek). The UK does not have a domestic frontier model provider. Every UK 
business using AI is, at some level, dependent on foreign infrastructure. The question is 
not whether to use foreign AI, but how to do so with appropriate controls, transparency, 
and fallback options.

The AI Data Flow Mapping Exercise
Before you can assess sovereignty risks, you need to know where your data goes. This is 
the first actionable process in this playbook. Complete this mapping for every AI tool in 
use across your organisation.

AI DATA FLOW MAPPING TEMPLATE

For each AI tool/service:

1. Tool name: ___________________________________
2. Provider: ____________________________________
3. Provider HQ country: __________________________
4. How accessed: [ ] API  [ ] SaaS  [ ] Self-hosted  [ ] Consumer
5. Data processing location: _____________________
6. Data storage location: ________________________
7. Data retention period: ________________________
8. Used for model training: [ ] Yes  [ ] No  [ ] Unknown
9. DPA signed: [ ] Yes  [ ] No  [ ] Not offered
10. Types of data processed: [ ] Personal  [ ] Client
    [ ] Financial  [ ] Employee  [ ] IP  [ ] Public
11. Who approved this tool: ______________________
12. Last reviewed: _______________________________

Classify each flow:
  [A] UK-resident (processed + stored in UK)
  [B] UK-processed, US-stored
  [C] EU-processed, US-stored
  [D] Fully external (US or other jurisdiction)
  [E] Unknown / unverified

If you cannot complete this template for every AI tool, that itself is a finding. Tools 
classified as [E] Unknown should be treated as the highest risk category until verified. 
The goal is to have every tool classified as [A] through [D] with documented evidence 
supporting the classification.

Start Here
Print this template. Walk through every AI tool your organisation uses, including ones that 
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employees might be using informally. If you discover tools you did not know about, that is your 
shadow AI problem (covered in Document 3) manifesting as a sovereignty risk. Complete the 
mapping before reading further.



Data Sovereignty and AI Security - Playbook

Part 2: The UK Regulatory Landscape

What You Need to Comply With Today
The UK's approach to AI regulation differs fundamentally from the EU's. The EU has 
enacted the AI Act, a comprehensive, prescriptive regulatory framework with specific 
requirements based on risk classification. The UK has taken a "pro-innovation" 
principles-based approach, relying on existing regulators to apply five cross-sectoral 
principles (safety, transparency, fairness, accountability, and contestability) within their 
existing remits. As of mid-2026, there is no standalone UK AI law. The first 
comprehensive legislation is expected in the second half of 2026.

This does not mean there are no rules. UK businesses deploying AI must comply with the 
UK GDPR and the Data Protection Act 2018 (as amended by DUAA), which impose 
specific requirements on automated decision-making, data transfers, and processing of 
personal data. The ICO remains the primary enforcement body for data protection, and 
sector-specific regulators (FCA, Ofcom, CMA, MHRA) are developing their own AI 
guidance within their existing powers.

The Data (Use and Access) Act 2025
The DUAA, which received Royal Assent on 19 June 2025, is the most significant change 
to UK data protection law since Brexit. It amends the UK GDPR, the DPA 2018, and PECR. 
For businesses deploying AI, the key changes are:

Automated Decision-Making (ADM). Previously, solely automated decisions with legal or 
significant effects were generally prohibited unless necessary for a contract, authorised 
by law, or based on explicit consent. The DUAA introduces a more flexible framework, 
allowing organisations to use any lawful basis (including legitimate interests) for ADM, 
provided safeguards are in place. These safeguards include clear information about the 
logic involved, the ability for individuals to make representations, meaningful human 
intervention, and the ability to contest decisions. Crucially, "meaningful human 
intervention" must be substantive and informed, the reviewer must be able to challenge 
or override the AI system.

International Data Transfers. The DUAA creates a UK-specific framework for assessing 
international transfers. The threshold is that protection in the receiving country should not 
be "materially lower" than under UK GDPR, potentially a lower bar than the EU's 
"essentially equivalent" standard. The DUAA also introduces an express requirement for 
Transfer Risk Assessments (TRAs) before transferring personal data internationally.
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Recognised Legitimate Interests. The DUAA introduces specific categories of 
processing that qualify as legitimate interests, including national security, defence, and 
public security. This may be relevant for businesses working with government or in 
security-critical sectors.

The UK-EU Adequacy Decision
On 19 December 2025, the European Commission renewed the UK's adequacy decision, 
confirming that the UK continues to provide data protection standards essentially 
equivalent to the EU GDPR. This renewal permits the free flow of personal data from the 
EU/EEA to the UK without additional safeguards like Standard Contractual Clauses.

The renewal is significant but not permanent. It lasts six years, to 27 December 2031, with 
a review after four years, but it remains conditional. If the UK's data protection framework 
diverges significantly from EU standards, the Commission could revoke adequacy. The 
DUAA's changes were assessed and found acceptable, but future reforms that lower 
protections further could trigger a review.

For UK businesses with EU clients, adequacy means you can receive and process EU 
personal data without SCCs. If adequacy were revoked, you would need to implement 
SCCs or Binding Corporate Rules for every EU data transfer, a significant compliance 
burden. Contingency planning for adequacy loss should be part of your data protection 
framework.

Transfer Risk Assessment Template
The DUAA introduces an express legal requirement for Transfer Risk Assessments before 
transferring personal data internationally. This applies to every AI tool that processes 
personal data outside the UK. Use this template for each international transfer.

TRANSFER RISK ASSESSMENT - AI PROCESSING

1. Transfer details
   Data exporter: [your organisation]
   Data importer: [AI provider name]
   Data types: [personal data categories]
   Transfer mechanism: [ ] Adequacy  [ ] SCCs
     [ ] BCRs  [ ] Other safeguard
   Destination country: ____________________

2. Assessment of destination country
   Does the country have data protection laws?
     [ ] Yes  [ ] No  [ ] Partial
   Are there government access provisions?
     [ ] Yes (describe) [ ] No  [ ] Unknown
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   Is the protection level materially lower
   than UK GDPR? [ ] Yes  [ ] No  [ ] Uncertain

3. Provider-specific assessment
   What contractual protections exist?
     [ ] DPA signed  [ ] Sub-processor list
     [ ] Breach notification  [ ] Data deletion
   What technical protections exist?
     [ ] Encryption in transit  [ ] At rest
     [ ] Access controls  [ ] Audit logging
   Is data used for training? [ ] Yes  [ ] No
   What is the retention period? _______________

4. Risk conclusion
   Overall risk to data subjects: [ ] Low
     [ ] Medium  [ ] High  [ ] Unacceptable
   Supplementary measures needed:
     ________________________________________
   Decision: [ ] Proceed  [ ] Proceed with measures
     [ ] Do not proceed
   Assessed by: _____________ Date: ___________

The UK AI Safety Institute (AISI)
The UK AI Safety Institute, established in November 2023 and operational from 2024, 
conducts pre-deployment safety evaluations of frontier AI models. AISI tests models for 
dangerous capabilities, societal harms, and misuse potential. While AISI's evaluations are 
not currently mandatory, they represent the direction of travel for UK AI governance.

For businesses, AISI's work is relevant because it establishes baseline expectations for 
what "safe" AI deployment looks like in the UK context. Businesses that align their own 
evaluation and governance practices with AISI's approach are positioning themselves 
well for whatever mandatory requirements emerge.

The ICO AI and Biometrics Strategy
In June 2025, the ICO launched a dedicated AI and Biometrics Strategy that signals 
significantly increased regulatory scrutiny. The strategy focuses on three priority areas: 
transparency and explainability (when and how AI affects people), bias and discrimination 
(particularly where models are trained on flawed or unrepresentative data), and rights and 
redress (ensuring systems are accurate and outcomes can be challenged).

The most significant commitment is the development of a statutory code of practice on AI 
and automated decision-making. The ICO consulted on updated ADM and profiling 
guidance by autumn 2025, and the statutory code will address transparency, 
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explainability, bias, discrimination, rights, and redress. When published, this code will 
carry legal weight, not just advisory status. Businesses deploying AI should prepare for 
this by implementing the governance measures in this playbook now, before the code 
makes them mandatory.

The ICO has also signalled specific attention to agentic AI, publishing a Tech Futures 
report examining accountability and redress for autonomous AI systems. For businesses 
building multi-agent systems (covered in Document 2 of this series), this means agent 
governance, audit trails, and human oversight are not just best practice, they are areas 
the ICO is actively monitoring.

NCSC Secure AI Guidelines
The UK's National Cyber Security Centre, in collaboration with CISA (US) and over 20 
national cybersecurity agencies, published Guidelines for Secure AI System 
Development. These guidelines are structured around four pillars that apply to any 
business deploying AI systems:

Secure Design. Understand risks through threat modelling specifically for AI systems. 
Consider AI-specific attack vectors (prompt injection, data poisoning, model 
manipulation) alongside standard cyber threats. Design security controls before building, 
not after.

Secure Development. Supply chain security for AI components, including model weights, 
inference frameworks, and MCP servers. Documentation of all AI system components. 
Asset management and technical debt tracking for AI-specific dependencies.

Secure Deployment. Protect infrastructure and models from compromise. Develop AI-
specific incident management processes. Responsible release practices including red-
teaming, audit logging, and usage guidance.

Secure Operation and Maintenance. Continuous monitoring for model drift, adversarial 
inputs, and anomalous behaviour. Regular security evaluation throughout the system's 
operational lifecycle, not just at deployment.

In May 2025, ETSI published a formal standard (developed with NCSC and DSIT input) 
defining 13 core security principles across 5 lifecycle stages for AI systems. The UK 
government has committed to updating its AI Cyber Security Code of Practice to mirror 
this standard. Businesses that align their AI security practices with the NCSC guidelines 
and ETSI standard are building on the most authoritative framework available.

Regulatory Applicability Checklist
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Complete this checklist for your organisation. For each regulation, determine whether it 
applies and what your specific obligations are.

REGULATORY APPLICABILITY CHECKLIST

UK GDPR / DPA 2018 (as amended by DUAA):
[ ] We process personal data using AI -> Yes = applies
[ ] We make automated decisions affecting individuals
    -> Yes = DUAA ADM safeguards required
[ ] We transfer personal data internationally for AI
    -> Yes = Transfer Risk Assessment required
[ ] We process special category data with AI
    -> Yes = DPIA required, additional safeguards

EU GDPR (if applicable):
[ ] We have EU-based clients whose data we process
    -> Yes = EU GDPR applies to that processing
[ ] We offer goods/services to EU individuals
    -> Yes = EU GDPR applies
[ ] UK adequacy revoked (contingency)
    -> SCCs or BCRs needed for all EU data

Sector-Specific:
[ ] FCA regulated -> FCA AI/ML guidance applies
[ ] NHS / healthcare -> NHS Data Security Standard
[ ] Legal services -> SRA guidance on AI
[ ] Public sector -> NCSC guidance, GDS standards
[ ] Defence / security -> Specific classification rules

Insurance:
[ ] Cyber insurance policy reviewed for AI exclusions
[ ] D&O liability assessed for AI governance
[ ] Professional indemnity covers AI-generated outputs
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Part 3: The AI Supply Chain

Data sovereignty is not just about where your prompts go during inference. It is about 
every link in the chain from your data to the AI output and back. A single weak link, an 
analytics package that phones home, an MCP server that forwards requests to a US 
endpoint, a vector database hosted outside your control, can break your sovereignty 
posture.

Mapping the Full AI Supply Chain
A complete AI supply chain map includes every component that touches your data. Use 
this template to identify every link in your chain and assess its sovereignty implications.

AI SUPPLY CHAIN AUDIT TEMPLATE

Component              | Provider     | Data Location | Risk
--------------------   | ----------   | ------------- | ----
LLM inference          |              |               |
Model weights hosting  |              |               |
Vector database        |              |               |
Embedding API          |              |               |
MCP servers            |              |               |
Observability platform |              |               |
Secrets manager        |              |               |
CI/CD pipeline         |              |               |
Code repository        |              |               |
Inference framework    |              |               |
Fine-tuning service    |              |               |
Evaluation platform    |              |               |
Trigger/workflow tool  |              |               |

For each: does data leave UK? What contractual
protections exist? When was this last verified?

Model Provenance and Training Data
When you use an AI model, you are implicitly trusting the entity that trained it, the data it 
was trained on, and the supply chain that delivered the model weights to your 
infrastructure. This trust chain matters more than most businesses realise.

For commercial API models (Claude, GPT, Gemini), the provider controls the full stack. 
Your data typically does not enter training pipelines for API customers (this is 
contractually committed by all major providers), but the model itself was trained on data 
whose provenance you cannot fully verify. For enterprise use cases, this is generally 
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acceptable because you are trusting the provider's contractual commitments and their 
business reputation.

For open-weight models, the trust chain is different. You control inference (the model 
runs on your infrastructure), but the model weights themselves came from somewhere. A 
model from Alibaba (Qwen) was trained in China on data you cannot inspect. A model 
from Meta (Llama) was trained in the US. A model from Mistral was trained in France. The 
weights are public and verifiable (you can confirm you have the same weights the 
publisher released), but you cannot verify what the training process looked like from the 
inside.

For most UK business use cases, the practical approach is: verify the model weights 
match the publisher's signed checksums, audit the inference framework for telemetry or 
phone-home behaviour, and ensure no data leaves your infrastructure during inference. If 
these three conditions are met, the provenance of the training data is a theoretical risk 
rather than a practical one, because your business data never touches the model 
provider's infrastructure.

Software Bill of Materials for AI Systems
A Software Bill of Materials (SBOM) is an inventory of every software component in your 
system. For AI systems, this needs to include not just the application code but the 
inference framework, model weights, MCP servers, embedding libraries, vector database 
clients, and observability agents. Each component should be assessed for its data flow 
characteristics.

Generate an SBOM using tools like Syft (for container images) or Trivy (for vulnerability 
scanning with SBOM generation). Then extend it with AI-specific metadata: which 
components make external network calls, which embed analytics or telemetry, which 
download resources at runtime, and which have been audited for sovereignty 
compliance.

GENERATING AN AI SBOM:

# Container SBOM with Syft
syft packages your-ai-image:latest -o cyclonedx-json
  > sbom.json

# Vulnerability scan with SBOM
trivy image --format cyclonedx your-ai-image:latest
  > sbom-with-vulns.json

# Then manually extend with:
# - Network behaviour audit per component
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# - Telemetry/analytics detection
# - External dependency download behaviour
# - Data flow classification (UK/EU/US/other)
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Part 4: The Open-Weight Model Question

This section addresses the elephant in the room. Document 2 of this series recommends 
small and medium open-weight models for cost-effective multi-agent design, including 
models from Alibaba (Qwen) and DeepSeek. These are genuinely excellent models. They 
are also developed by Chinese companies, which raises legitimate questions for UK 
businesses about provenance, trust, and risk.

The Distinction That Matters
There is a fundamental difference between sending your data to a Chinese-hosted API 
and running Chinese-origin model weights on your own UK infrastructure. The first case 
means your data physically travels to servers in China, is processed under Chinese law, 
and is subject to Chinese government data access requirements. That is a hard no for any 
UK business handling sensitive data.

The second case means you downloaded a set of mathematical weights (numbers), 
verified they match the publisher's checksums, loaded them into an inference framework 
on a server you control in a UK data centre, and never sent a single byte of your data to 
China. Your data never leaves UK jurisdiction. The model weights themselves are just 
numbers, they do not contain anyone's personal data, and they do not phone home.

This distinction is critical because it determines whether Chinese-origin models are a 
genuine risk or a perceived risk based on country of origin rather than actual data flows.

Model Provenance Verification Process
When deploying any open-weight model, regardless of origin, run this verification 
process.

MODEL PROVENANCE VERIFICATION

Step 1: Download from official source only
  - Hugging Face (huggingface.co) with verified publisher
  - Direct from publisher's GitHub with signed releases
  - NEVER from unofficial mirrors or torrent sites

Step 2: Verify checksums
  sha256sum model-weights.bin
  Compare against publisher's posted hash
  Hugging Face shows SHA256 on every file page

Step 3: Audit inference framework
  Run inference with network monitoring:
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  tcpdump -i any -w capture.pcap &
  # Run 100 test inferences
  # Stop capture, analyse:
  tcpdump -r capture.pcap | grep -v 'localhost\|your.server'
  # Any external IPs = investigate immediately

Step 4: Check for telemetry in dependencies
  pip list | xargs -I {} pip show {} | grep -i 'Home-page'
  # Review each dependency's documentation
  # Check for analytics/telemetry opt-out settings

Step 5: Document the chain of custody
  Record: source URL, download date, SHA256 hash,
  inference framework version, all dependencies,
  network audit results, who performed verification

When Chinese-Origin Models Are Appropriate
For UK businesses, Chinese-origin open-weight models (Qwen, DeepSeek) are 
appropriate when: the model runs entirely on UK infrastructure you control, no data 
leaves UK jurisdiction during inference (verified by network audit), the inference 
framework has been audited for telemetry, the use case does not involve classified or 
national security data, and your compliance team has approved the deployment based on 
the actual data flow rather than the model's country of origin.

They are not appropriate when: inference runs on Chinese-hosted infrastructure, you 
cannot verify the data flow, the use case involves classified information, your client 
contracts explicitly prohibit Chinese-origin AI tools (some do), or your sector regulator 
has issued guidance restricting their use.

The practical reality is that a Qwen 3B model running on your own server in a London 
data centre, with verified weights and no external network calls, is more sovereign than 
using GPT-4 via API where your data is processed in the United States. Sovereignty is 
about data flow, not model origin.

The Provenance Principle
Where the model was trained matters less than where your data goes. A US-trained model 
processing your data in the US is a bigger sovereignty concern than a Chinese-trained model 
running entirely on your UK hardware. Always assess actual data flows, not just country of 
origin.
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Part 5: Where Your Data Actually Goes

This section provides a factual mapping of where each major AI provider processes and 
stores data, based on their published terms as of early 2026. These terms change 
regularly. Part of your governance framework should include monitoring for changes, 
covered in the Approved-But-Changed section later in this document.

Provider Data Residency Map

Anthropic (Claude)
API: Anthropic launched multi-region data processing in August 2025. API users can 
select a processing region (US or EU) via console.anthropic.com. When the EU region is 
selected, data is processed and stored in the EU. By default, data is stored in the US. API 
data is retained for 7 days (reduced from 30 in September 2025). API data is never used 
for model training. A Zero Data Retention (ZDR) addendum is available for maximum 
isolation, eliminating even the 7-day retention window.

Claude.ai (consumer/pro): Different terms apply. Consumer conversations may be used 
for training unless the user opts out (off by default since October 2025). Data is 
processed and stored in the US. This is not suitable for processing business or client 
data.

Via Microsoft 365 Copilot: Since January 2026, Anthropic operates as a Microsoft 
subprocessor. However, Claude models in M365 are currently excluded from the EU Data 
Boundary and UK in-country processing commitments. In the EU, EFTA, and UK, 
Anthropic models are switched off by default and require admin opt-in. This integration 
should not be used for personal data processing until UK/EU data boundary coverage is 
confirmed.

OpenAI (GPT, ChatGPT)
API: Data is not used for training. Retention is 30 days by default, with a zero-retention 
option available. Azure OpenAI provides regional processing with data stored in the 
resource's Azure geography (Azure UK South available). Azure OpenAI data is never 
used for training without explicit consent.

ChatGPT consumer/Plus: By default, conversations are used for training unless the user 
disables the setting. Data is processed in the US. ChatGPT Team and Enterprise plans 
have stronger protections: no training on business data, SOC 2 compliance, and admin 
controls.

Google (Gemini)
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Vertex AI: Regional deployments are supported, including Google Cloud London (europe-
west2). 30-55 day retention for abuse monitoring. Paid API users are excluded from 
training. Google Workspace Gemini follows the same admin and security model as 
Workspace, with EU regionalisation available but not UK-only by default. For strict UK-
only requirements, Google Cloud with a London region deployment is the path.

AWS Bedrock
Does not store or log prompts and completions. Data is never used to train AWS models. 
Data remains in the customer-selected region (eu-west-2 for London). This is one of the 
strongest data residency positions available, as your data never leaves the region you 
select and is not retained by the platform.

Self-Hosted (Ollama, vLLM, TGI)
When running models on your own infrastructure, data residency is entirely under your 
control. No data leaves your infrastructure unless your configuration sends it somewhere. 
This provides the strongest possible sovereignty guarantee, limited only by the security 
of your own infrastructure and the diligence of your telemetry audit.

Provider Verification Procedure
Do not rely solely on marketing claims. For each provider you use, verify the following:

PROVIDER VERIFICATION CHECKLIST

[ ] Read the current DPA (not the marketing page)
[ ] Confirm data processing location in the DPA
[ ] Confirm data storage location in the DPA
[ ] Confirm retention period in the DPA
[ ] Confirm training opt-out is contractual, not
    just a settings toggle
[ ] Check the sub-processor list for third parties
[ ] Verify region setting technically (see Part 7)
[ ] Sign the DPA before processing any personal data
[ ] Set calendar reminder to re-verify quarterly
[ ] Document findings in your data flow map
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Part 6: Data Classification for AI

You cannot apply sovereignty rules consistently until you know what data you have, how 
sensitive it is, and what restrictions apply to it. Most businesses have data classification 
policies, but very few have adapted them for AI use cases. This section provides a 
framework specifically designed for determining what data can go where in an AI context.

The Four-Tier AI Classification Framework
Tier 1 - Public. Data that is already publicly available or intended for public consumption. 
Marketing content, published reports, public documentation. This data can be processed 
by any AI tool, including consumer-grade products, without sovereignty concerns. 
Examples: company blog posts, public financial filings, product documentation.

Tier 2 - Internal. Data that is not public but not particularly sensitive. Internal 
communications, meeting notes (without personal data), project plans, technical 
documentation. This data can be processed by commercial AI APIs with signed DPAs, but 
should not be used with consumer-grade AI tools. Examples: internal process documents, 
generic project updates, team retrospective notes.

Tier 3 - Confidential. Data that would cause harm if disclosed. Client data, employee 
personal data, financial records, intellectual property, strategic plans. This data requires 
AI tools with contractual data protection commitments (signed DPA, specified data 
residency, no-training guarantees). UK or EU data residency should be required. 
Examples: client contracts, employee performance data, unreleased product designs, 
financial forecasts.

Tier 4 - Restricted. Data subject to specific regulatory requirements, contractual 
restrictions, or where disclosure would cause severe harm. Regulated financial data, 
health records, legally privileged communications, classified information. This data should 
only be processed by self-hosted AI on UK infrastructure, or by providers with specific 
UK data residency guarantees verified technically. Some data in this tier should not be 
processed by AI at all. Examples: patient health records, FCA-regulated financial data, 
legally privileged advice, defence-related information.

Mapping Classification to AI Deployment

DATA CLASSIFICATION -> AI DEPLOYMENT RULES

Tier 1 (Public)
  -> Any AI tool acceptable
  -> No DPA required
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  -> No data residency requirement

Tier 2 (Internal)
  -> Commercial API with DPA required
  -> Consumer tools prohibited
  -> Shadow AI monitoring applies

Tier 3 (Confidential)
  -> Signed DPA with specified data residency
  -> UK or EU processing required
  -> No-training guarantee required
  -> Audit trail for all AI processing
  -> Quarterly provider verification

Tier 4 (Restricted)
  -> Self-hosted UK infrastructure only, OR
  -> Provider with verified UK data residency
  -> DPIA required before any AI processing
  -> Human review of all AI outputs
  -> Enhanced audit trail with PII masking
  -> Sector regulator guidance must be followed
  -> Some data: no AI processing permitted

Classification Exercise
Work through your AI data flow map (from Part 1) and assign a classification tier to each 
type of data you process with AI. For each combination of data tier and AI tool, check 
whether the tool meets the requirements for that tier. Any mismatch, confidential data 
being processed by a tool without a DPA, or restricted data going to a US-hosted API, is a 
finding that needs remediation.

The Most Common Finding
When businesses first run this classification exercise, the most frequent discovery is that 
confidential client data (Tier 3) is being processed by consumer-grade AI tools (suitable only 
for Tier 1). This is the shadow AI sovereignty problem. The remediation is not to ban AI, it is to 
provide approved tools that meet the Tier 3 requirements and make them easier to use than 
the consumer alternatives.

Data Minimisation for AI
UK GDPR's data minimisation principle (Article 5(1)(c)) requires that personal data 
processed must be adequate, relevant, and limited to what is necessary. This principle 
applies directly to AI: do not send more data to the model than the task requires. Many 
businesses send entire documents, full email threads, or complete database records to AI 
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tools when only a specific section or field is needed. Every additional piece of data you 
send is data you are entrusting to the provider's infrastructure and terms.

Practical minimisation measures for AI processing: extract only the relevant sections from 
documents before sending to AI, strip metadata and headers that contain personal data 
when the task only requires the body content, use field-level extraction from databases 
rather than full record dumps, summarise or anonymise historical data when the AI task 
does not require individual-level detail, and for RAG pipelines, chunk documents and 
retrieve only the relevant chunks rather than processing entire documents.

For agent systems specifically, each agent should receive only the data it needs for its 
specific role. The billing query agent gets the billing record, not the full customer profile. 
The document summarisation agent gets the document text, not the file metadata, author 
information, and revision history. Scoping data per agent is both a sovereignty measure 
and a security measure, it limits the blast radius if any single agent is compromised.

Prompt Sanitisation and PII Stripping
Before data reaches any AI model, it should pass through a sanitisation layer that detects 
and handles personally identifiable information (PII). This is especially important when 
using cloud-hosted AI APIs where data leaves your infrastructure during processing.

A practical PII stripping pipeline works as follows. First, scan the input for PII patterns 
(names, email addresses, phone numbers, national insurance numbers, addresses, dates 
of birth, account numbers). Replace detected PII with tokens (for example, replace "John 
Smith" with "[PERSON_1]" and "07700 900000" with "[PHONE_1]"). Send the sanitised 
input to the AI model. When the response returns, re-hydrate the tokens with the original 
values if needed for the output. Store the token mapping only in your UK-controlled 
infrastructure, never in the AI provider's logs.

Tools like Microsoft Presidio (open source), AWS Macie, or custom regex-based 
pipelines can automate PII detection. For high-sensitivity deployments, combine 
automated detection with manual review of a sample of sanitised outputs to verify the 
stripping is working correctly. Document the sanitisation process as part of your DPIA.

PII SANITISATION PIPELINE

Input: "Email from John Smith (john@example.com)
  requesting refund for order #12345."

After sanitisation:
  "Email from [PERSON_1] ([EMAIL_1])
  requesting refund for order [ORDER_1]."
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Token map (stored UK-only):
  PERSON_1 -> John Smith
  EMAIL_1  -> john@example.com
  ORDER_1  -> #12345

This sanitised text is sent to the AI model.
The AI processes it without seeing real PII.
Tokens are re-mapped in the response if needed.
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Part 7: Technical Sovereignty Verification

This is the most directly actionable section in this playbook. It provides a set of technical 
tests that verify your AI system's data actually stays where you think it does. Marketing 
claims and contractual commitments are necessary but not sufficient. You need technical 
evidence.

Network Egress Monitoring
The most fundamental sovereignty test: capture all network traffic from your AI system 
and verify that no data leaves approved destinations. This should be run continuously, not 
just at deployment, because library updates, configuration changes, and provider 
infrastructure changes can alter data flows silently.

NETWORK EGRESS MONITORING

# Capture all traffic from your AI container/server
tcpdump -i any -w ai-traffic.pcap -c 10000

# After running representative workload, analyse:
# List all unique external IP destinations
tcpdump -r ai-traffic.pcap 'not host localhost' |
  awk '{print $5}' | sort -u > external-ips.txt

# Reverse DNS each IP to identify the service
while read ip; do
  echo "$ip -> $(dig -x $ip +short)"
done < external-ips.txt

# Geolocate each IP
while read ip; do
  echo "$ip -> $(curl -s ipinfo.io/$ip | jq '.country')"
done < external-ips.txt

# EXPECTED: Only IPs in approved regions (UK/EU)
# UNEXPECTED: Any IP in US, China, or other regions
# ACTION: Investigate and document any unexpected flows

DNS Resolution Verification
Cloud providers offer UK regions, but misconfigurations can silently route traffic to other 
regions. Verify that API endpoints actually resolve to UK-based servers.

DNS AND ENDPOINT VERIFICATION
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# Check where your API endpoint resolves
dig api.anthropic.com +short
# Then geolocate the IP:
curl -s ipinfo.io/<IP> | jq '{ip, city, region, country}'

# For Azure OpenAI:
dig your-resource.openai.azure.com +short
# Should resolve to UK IPs if resource is in UK South

# For AWS Bedrock:
dig bedrock-runtime.eu-west-2.amazonaws.com +short
# Should resolve to eu-west-2 (London) IPs

# For self-hosted:
# Verify your server's actual location matches
# your hosting provider's documentation
curl -s ipinfo.io/$(curl -s ifconfig.me) |
  jq '{ip, city, region, country}'

Infrastructure Region Verification
For cloud deployments, verify that your infrastructure is actually running in the UK region 
you configured.

CLOUD REGION VERIFICATION

# AWS - Check all resources are in eu-west-2 (London)
aws ec2 describe-instances --query
  'Reservations[].Instances[].Placement.AvailabilityZone'
# Should all start with eu-west-2

aws s3api get-bucket-location --bucket your-bucket
# Should return eu-west-2

# Azure - Check resource group location
az resource list --resource-group your-rg
  --query '[].location' -o tsv
# Should all return uksouth or ukwest

# GCP - Check instance zones
gcloud compute instances list
  --format='table(name,zone)'
# Should all be in europe-west2 (London)

# Add these checks to CI/CD pipeline
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# Any non-UK region = deployment blocked

Telemetry Detection
Inference frameworks and AI libraries sometimes include telemetry that sends usage data 
to external servers. Even if your model runs locally, the framework around it might be 
reporting metrics externally.

TELEMETRY DETECTION PROCEDURE

# Check Python packages for known telemetry
pip list | while read pkg ver; do
  pip show $pkg 2>/dev/null |
    grep -i 'telemetry\|analytics\|tracking\|sentry'
done

# Monitor outbound connections during inference
# Run strace to see all network connections:
strace -e trace=network -f python your_inference.py
  2>&1 | grep connect

# Check for environment variables that control
# telemetry (many frameworks respect these):
export DO_NOT_TRACK=1
export ANONYMIZED_TELEMETRY=false
export HF_HUB_DISABLE_TELEMETRY=1
export TRANSFORMERS_OFFLINE=1

# Document which packages have telemetry,
# what data they send, and how you have disabled it

Configuration Drift Detection
A correctly configured system today can become non-compliant tomorrow if someone 
changes a Terraform variable, updates a library, or modifies a configuration file. 
Automated drift detection catches these changes before they cause sovereignty 
breaches.

CONFIGURATION DRIFT CHECKS (add to CI/CD)

# Terraform/IaC region verification
terraform plan -out=plan.tfplan
terraform show -json plan.tfplan |
  jq '.resource_changes[].change.after.location //
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      .resource_changes[].change.after.region' |
  grep -v 'eu-west-2\|uksouth\|ukwest\|europe-west2'
# Any output = non-UK region detected = BLOCK

# Docker image origin verification
docker inspect your-image |
  jq '.[0].RepoDigests'
# Verify against your approved registry only

# Dependency diff since last approved build
pip freeze > current-deps.txt
diff approved-deps.txt current-deps.txt
# Any new packages = audit for telemetry before deploy

Automate Everything
These checks should not be manual processes run occasionally. They should be automated 
tests in your CI/CD pipeline that run on every deployment and block any build that fails. A 
sovereignty check that runs quarterly catches problems after three months of exposure. A 
sovereignty check that runs on every deployment catches problems before they reach 
production.
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Part 8: Supply Chain Integrity Testing

Model Weight Verification
When you download open-weight model files, you need to verify they have not been 
tampered with between the publisher and your infrastructure. A supply chain attack on 
model weights could introduce subtle biases, backdoors, or data exfiltration behaviour 
that would be extremely difficult to detect through normal testing.

MODEL WEIGHT VERIFICATION PROCEDURE

# 1. Download from official source (Hugging Face)
huggingface-cli download meta-llama/Llama-3.1-8B
  --local-dir ./llama-8b

# 2. Verify SHA256 against Hugging Face listing
# (Hugging Face shows SHA256 on each file's page)
sha256sum ./llama-8b/*.safetensors
# Compare each hash against the published value

# 3. Record the verification
echo "Model: meta-llama/Llama-3.1-8B" >> model-manifest.txt
echo "Downloaded: $(date -u)" >> model-manifest.txt
echo "Source: huggingface.co" >> model-manifest.txt
sha256sum ./llama-8b/*.safetensors >> model-manifest.txt
echo "Verified by: [your name]" >> model-manifest.txt

# 4. Store manifest alongside model weights
# 5. Re-verify if weights are moved or copied

MCP Server Audit
MCP servers act as bridges between your AI agents and external systems. A 
compromised or malicious MCP server could forward all data passing through it to an 
unauthorised destination. For sovereign deployments, every MCP server must be audited.

MCP SERVER AUDIT PROCEDURE

For each MCP server in your configuration:

1. Source audit
   [ ] Is it from an official publisher (Anthropic,
       verified community maintainer)?
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   [ ] Is the source code available for review?
   [ ] When was it last updated?
   [ ] What dependencies does it pull in?

2. Network behaviour audit
   Run the MCP server in isolation with network
   capture active:
   [ ] Does it make any external network calls?
   [ ] Do external calls go only to the expected
       destination (e.g., your CRM's UK API)?
   [ ] Are there any calls to analytics, logging,
       or telemetry endpoints?

3. Data flow audit
   [ ] What data passes through the server?
   [ ] Is data transformed, cached, or stored?
   [ ] Where is any cached data stored?
   [ ] Is there PII in the data flow?

4. Self-hosting assessment
   [ ] Can this MCP server be self-hosted?
   [ ] If hosted externally, where is it hosted?
   [ ] Does the hosted version have the same
       network behaviour as a self-hosted version?

Dependency Phone-Home Detection
Standard vulnerability scanning catches known CVEs but misses data exfiltration 
behaviour. You need network-level monitoring of what your AI dependencies actually do 
at runtime, not just what their documentation claims.

The procedure is straightforward but tedious: run your full AI stack in a controlled 
environment with all network traffic captured, execute a representative workload, then 
analyse every external connection. Any connection you did not expect is a finding that 
requires investigation. Document the results and establish a baseline. Repeat the test 
whenever dependencies are updated.

Pay particular attention to embedding APIs. When you call an embedding API to vectorise 
your documents, your documents leave your infrastructure. If your vector database is a 
cloud-managed service (Pinecone, Weaviate Cloud), your chunked documents are stored 
on their infrastructure. For Tier 3 and Tier 4 data, use self-hosted embedding models and 
self-hosted vector databases to keep the entire RAG pipeline within UK jurisdiction.
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Part 9: Shadow AI as a Sovereignty Risk

Document 3 of this series covers shadow AI as a governance challenge, employees using 
unapproved AI tools to get their work done faster. In a sovereignty context, shadow AI is 
not just a policy violation, it is a data breach. Every time an employee pastes client data 
into ChatGPT's free tier, that data is processed in the United States under consumer 
terms of service that typically permit use for model training.

The Shadow AI Discovery Process
Run this process quarterly to identify unapproved AI tool usage across your organisation.

SHADOW AI DISCOVERY PROCEDURE

Network monitoring:
[ ] Configure firewall/proxy to log connections to
    known AI provider domains:
    - api.openai.com, chat.openai.com
    - claude.ai, api.anthropic.com
    - gemini.google.com, generativelanguage.googleapis.com
    - api.deepseek.com
    - copilot.microsoft.com (consumer version)
    - Any other known AI service domains
[ ] Review logs weekly for unexpected connections
[ ] Distinguish between approved (API with DPA)
    and unapproved (consumer browser access) usage

DLP (Data Loss Prevention):
[ ] Configure DLP policies to flag when sensitive
    data patterns (client names, account numbers,
    personal data) appear in traffic to AI domains
[ ] Alert on large text payloads to AI endpoints

User survey (complement to technical detection):
[ ] Anonymous survey asking which AI tools staff use
[ ] Ask about personal accounts, browser extensions,
    mobile apps, and any tool "that helps with work"
[ ] Compare survey results to network logs

The Approved Tools Registry with Sovereignty Classification
Your organisation's approved tools registry (covered in Document 3) should include a 
sovereignty classification for each tool. This makes it immediately clear to employees 
which tools are appropriate for which types of data.
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APPROVED AI TOOLS REGISTRY (example)

Tool              | Sovereignty | Data Tiers | Notes
------------------| ----------- | ---------- | -----
Claude API (EU)   | UK/EU proc  | 1,2,3      | DPA signed
Azure OpenAI (UK) | UK proc     | 1,2,3,4    | UK South
AWS Bedrock (Lon) | UK proc     | 1,2,3,4    | eu-west-2
Self-hosted Qwen  | UK infra    | 1,2,3,4    | Verified
M365 Copilot      | UK tenant   | 1,2,3      | No Claude
ChatGPT Plus      | US only     | 1 only     | No client data
Claude.ai free    | US only     | 1 only     | No client data

PROHIBITED:
- ChatGPT free (consumer terms, training enabled)
- Any AI tool without signed DPA for Tier 2+ data
- Any AI browser extension on work devices
- Personal AI accounts for work tasks



Data Sovereignty and AI Security - Playbook

Part 10: UK Infrastructure Options

Cloud Regions
All three major cloud providers offer UK regions, but the specific services available and 
the data residency guarantees differ. Here is a practical comparison for AI workloads.

Azure UK South (London) and UK West (Cardiff). Full Azure AI services available 
including Azure OpenAI, Azure Machine Learning, and Cognitive Services. Data stored in 
the selected UK geography. Azure OpenAI in UK South means your GPT and other 
OpenAI model inference stays in the UK. This is the strongest option for businesses 
already in the Microsoft ecosystem. Microsoft 365 tenant in UK means Copilot data stays 
in UK (for Microsoft's own models, Claude integration has different rules as noted above).

AWS eu-west-2 (London). Amazon Bedrock available with Claude, Llama, Mistral, and 
other models. Data remains in customer-selected region and is not stored or logged by 
AWS. S3, EC2, and SageMaker all available in London region. This is the most flexible 
option for custom AI deployments and self-hosted models.

GCP europe-west2 (London). Vertex AI available with Gemini and other models. Google 
Cloud runs Gemma models with London region deployment. Not all AI services are 
available in every region, so check specific service availability before committing.

UK Colocation
For self-hosted models requiring maximum control, UK colocation providers offer rack 
space in UK data centres. Costs range from approximately £200-500 per month for a 
single GPU server depending on power and connectivity requirements. This provides 
physical control over your hardware with guaranteed UK data residency.

For AI workloads, you typically need at least one server with a modern GPU (NVIDIA A100 
or H100 for larger models, RTX 4090/5090 for smaller models). Key UK colocation 
providers include Equinix London, Telehouse London, Datum Datacentres, and 4D Data 
Centres. Evaluate based on power density (AI servers draw significantly more power than 
standard servers), network connectivity, and physical security certifications (ISO 27001, 
SOC 2).

On-Premise
Running AI models on your own office hardware is increasingly feasible for small models. 
An RTX 5090 GPU (approximately £1,600) can run models up to 30B parameters with 
quantisation. For development, testing, and low-volume production workloads on small 
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models, this provides the ultimate in data sovereignty, your data literally never leaves 
your building.

The trade-offs are real: you are responsible for hardware maintenance, cooling, power 
redundancy, physical security, and backups. For most businesses, cloud or colocation 
provides a better balance of sovereignty and operational reliability.

Infrastructure Decision Framework

INFRASTRUCTURE DECISION TREE

What data classification tier are you processing?

Tier 1-2 (Public/Internal):
  -> Cloud API with DPA is sufficient
  -> Choose provider based on cost and capability

Tier 3 (Confidential):
  -> UK cloud region with verified data residency, OR
  -> UK colocation with self-hosted models
  -> Signed DPA required
  -> Quarterly verification of data residency

Tier 4 (Restricted):
  -> UK cloud with contractual UK-only guarantee, OR
  -> UK colocation (recommended), OR
  -> On-premise (maximum sovereignty)
  -> DPIA required
  -> Sector regulator guidance must be followed
  -> Enhanced monitoring and audit trail

Cost comparison (approximate, 2026):
  Cloud API: pay-per-token, no upfront, variable
  UK cloud GPU: £2-8/hour depending on GPU type
  UK colocation: £200-500/month + hardware (£1.6-30k)
  On-premise: hardware only + electricity

Environmental Considerations
The UK Sustainability Reporting Standards (UK SRS) arriving in 2026 may require 
businesses to report the carbon footprint of their IT operations, including AI compute. 
Self-hosted GPU servers draw significant power. A single NVIDIA H100 GPU consumes 
approximately 700W under load. A cluster of eight consumes over 5kW, comparable to 
several households.
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Cloud providers generally have better power efficiency (through economies of scale and 
renewable energy procurement) than on-premise deployments. If sustainability reporting 
applies to your organisation, factor in the energy costs of self-hosting versus cloud when 
making infrastructure decisions. Document your AI compute energy usage regardless, as 
this requirement is likely to become more widespread.

The Practical Starting Point
If you are just beginning, start with AWS Bedrock in eu-west-2 (London) or Azure OpenAI in 
UK South. These give you verified UK data processing with no infrastructure to manage. Move 
to self-hosted only when you need it for cost, capability, or Tier 4 data requirements.
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Part 11: Practical Architecture for Sovereignty

This section translates the classification and verification work from earlier parts into a 
reference architecture that UK businesses can adapt. The core principle is layered 
sovereignty: route data to the most appropriate infrastructure based on its classification 
tier, with MCP as the abstraction layer that makes routing transparent to the agents 
themselves.

The Hybrid Sovereign Architecture
The recommended architecture for most UK businesses uses three tiers of infrastructure, 
each handling different data classifications. Frontier API services (Anthropic EU, Azure 
OpenAI UK South, AWS Bedrock London) handle Tier 2-3 data where the provider's 
contractual commitments and verified data residency are sufficient. Self-hosted models 
on UK cloud or colocation infrastructure handle Tier 3-4 data where you need full control 
over the data flow. MCP servers provide the abstraction layer between agents and 
business systems, with each server's data flow verified and documented.

The orchestrator agent (described in Document 2) makes routing decisions based on data 
classification. When a task involves Tier 1-2 data, it routes to the most capable and cost-
effective model, which might be a frontier API. When a task involves Tier 3-4 data, it 
routes to a self-hosted model on UK infrastructure. The classification lookup happens at 
the orchestrator level, before any data reaches any model. This means the routing logic 
itself needs to be reviewed and tested as a critical security control.

SOVEREIGN ROUTING ARCHITECTURE

User Request -> Classification Engine
  |
  |-> Tier 1-2: Route to frontier API
  |   (Anthropic EU / Azure UK / Bedrock London)
  |   - Provider DPA in place
  |   - Region verified quarterly
  |
  |-> Tier 3: Route to UK cloud self-hosted
  |   (vLLM on AWS eu-west-2 or Azure UK South)
  |   - Medium model (7B-30B)
  |   - Full network egress monitoring
  |
  |-> Tier 4: Route to UK colocation self-hosted
  |   (On-premise or dedicated colocation)
  |   - Air-gapped from external networks
  |   - Enhanced audit trail
  |
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  All tiers: MCP servers for tool access
  All tiers: Observability via UK-hosted platform
  All tiers: Audit logs to UK-hosted storage

MCP as the Sovereignty Abstraction Layer
MCP servers provide a clean boundary between your agents and your business systems. 
For sovereignty purposes, this boundary is where you enforce access controls, log data 
flows, and verify that data stays within approved jurisdictions. Every MCP server should 
be self-hosted within your UK infrastructure. Even if the upstream system is a SaaS 
product, the MCP server that wraps it should run on your infrastructure so you can 
monitor and log every data flow that passes through it.

For example, your CRM might be a US-hosted SaaS product. The MCP server that 
connects your agents to the CRM runs on your UK infrastructure. The MCP server queries 
the CRM API, receives data, and passes it to the agent. The audit log on the MCP server 
captures exactly what data was retrieved, when, and by which agent. If the CRM stores 
UK personal data, the MCP server's logs provide the evidence trail you need for GDPR 
compliance.
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Part 12: Sector-Specific Requirements

Different sectors face different regulatory requirements for AI data handling. This section 
provides compliance checklists for the four sectors most commonly encountered by UK 
businesses deploying AI.

Financial Services (FCA-Regulated)
The FCA does not plan to introduce AI-specific rules. It relies on existing frameworks: 
Consumer Duty, SM&CR (Senior Managers and Certification Regime), SYSC governance 
rules, and operational resilience requirements. Its approach is principles-based and 
outcomes-focused. However, the FCA's 2025 AI Update makes clear that these existing 
rules apply fully to AI. A Bank of England/FCA survey found 75% of firms already use AI, 
with 10% more planning adoption within three years.

FCA-REGULATED FIRM AI CHECKLIST

Governance:
[ ] AI systems mapped to accountable Senior Manager
    (typically SMF24 Chief Operations or SMF4 Chief Risk)
[ ] AI model inventory maintained and reviewed
[ ] Board or executive-level AI governance in place

Consumer Duty:
[ ] AI outputs that affect consumers tested for bias
[ ] Outcomes monitoring includes AI-driven decisions
[ ] Vulnerable customer considerations in AI design
[ ] AI does not produce unfair pricing or exclusions

Data and Sovereignty:
[ ] AI data processing locations documented
[ ] Personal data only processed in approved regions
[ ] Transfer Risk Assessment completed for each flow
[ ] DPAs signed with all AI providers

Operational Resilience:
[ ] AI provider dependency mapped as critical third party
[ ] Fallback procedures if AI provider is unavailable
[ ] Incident response plan covers AI-specific failures
[ ] Regular testing of AI failover scenarios

Explainability:
[ ] AI decisions that affect consumers can be explained
[ ] Human override available for automated decisions
[ ] Audit trail sufficient for regulatory examination
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Healthcare (NHS and Private)
NHS organisations must comply with the NHS Data Security and Protection Toolkit 
(DSPT), which sets 10 data security standards. For AI processing patient data, the key 
requirements are that data is stored and processed in the UK (NHS policy), the system 
has undergone a Data Protection Impact Assessment, clinical safety standards (DCB0129 
for manufacturers, DCB0160 for deployers) are met if the AI contributes to clinical 
decisions, and the organisation has completed the DSPT self-assessment with AI-specific 
responses.

HEALTHCARE AI DATA CHECKLIST

[ ] DSPT self-assessment completed with AI coverage
[ ] DPIA completed for each AI system processing
    patient data
[ ] Patient data processed on UK infrastructure only
[ ] Clinical safety case completed (DCB0129/0160)
    if AI informs clinical decisions
[ ] Caldicott Guardian informed and approving
[ ] IG lead has reviewed AI data flows
[ ] No patient data sent to consumer AI tools
[ ] Audit trail meets NHS record retention requirements
[ ] Staff trained on appropriate AI use with patient data
[ ] Patient consent obtained where required

Legal Services (SRA-Regulated)
The Solicitors Regulation Authority expects firms to comply with existing professional 
standards when using AI. Legal professional privilege must be maintained, meaning 
privileged communications should not be processed by AI tools without appropriate 
safeguards. Client confidentiality obligations under SRA Code of Conduct paragraph 6.3 
apply to AI processing. Solicitors remain personally accountable for the accuracy of AI-
assisted work product.

LEGAL SERVICES AI CHECKLIST

[ ] Client engagement letters updated to disclose AI use
[ ] Privileged communications excluded from AI processing
    unless client consents and safeguards are in place
[ ] Client data classification applied (see Part 6)
[ ] AI outputs reviewed by qualified solicitor before use
[ ] Professional indemnity insurance covers AI-assisted
    work product (check for AI exclusions)
[ ] Conflict check processes not solely reliant on AI
[ ] AML/KYC AI tools validated for accuracy
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[ ] Data sovereignty meets client expectations
    (some clients require UK-only processing)
[ ] SRA reporting obligations met if AI causes error

Public Sector (NCSC and GDS Guidance)
Public sector organisations should follow NCSC guidance on deploying AI systems 
securely, GDS service standards for digital services, and the Central Digital and Data 
Office's guidance on AI in government. For classified information, specific rules apply 
based on classification level, and AI processing of classified material typically requires 
bespoke arrangements approved by the relevant authority.

PUBLIC SECTOR AI CHECKLIST

[ ] AI system registered on departmental AI inventory
[ ] DPIA completed and approved by DPO
[ ] Data classification applied to all AI inputs
[ ] OFFICIAL data: UK cloud or approved platform only
[ ] OFFICIAL-SENSITIVE: UK infrastructure, additional
    access controls, enhanced audit trail
[ ] SECRET and above: bespoke arrangements only
[ ] GDS service standard assessment completed
[ ] Accessibility requirements met for AI interfaces
[ ] NCSC security guidance applied to deployment
[ ] Transparency: AI use disclosed where appropriate
[ ] Algorithmic Transparency Recording Standard
    completed for public-facing AI systems
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Part 13: Cross-Border Data Flow Complexity

UK businesses rarely operate in isolation. You have EU clients whose data is subject to 
EU GDPR, international team members accessing systems from outside the UK, and 
supply chains that cross multiple jurisdictions. Each of these creates a data flow that 
needs to be assessed.

UK Business with EU Clients
If you process personal data of EU individuals (as a data processor for EU clients or as a 
controller offering services to the EU), EU GDPR applies to that processing, regardless of 
where your business is located. The UK's adequacy decision (renewed December 2025, 
valid to 27 December 2031) means EU clients can send you their data without SCCs, but 
you must still process it in compliance with EU GDPR.

For AI processing of EU client data, this means: use AI tools that offer EU or UK data 
residency (not US-only processing), maintain records of processing that demonstrate 
GDPR compliance, ensure your AI Data Processing Agreement with the EU client covers 
AI-specific risks, and be prepared with SCCs as a contingency if adequacy is ever 
revoked.

International Teams
If a developer in Poland queries your UK-hosted AI system, does the data leave the UK? 
Technically, the query travels from Poland to the UK, is processed in the UK, and the 
response travels back to Poland. The data was processed in the UK, which is the key 
sovereignty consideration. However, the response (which may contain processed data) is 
now in Poland, which is within the EU and therefore covered by adequacy.

For team members outside the EU/UK, the analysis is different. A contractor in India 
accessing your UK AI system means that AI-processed responses are being transferred 
to India. Under UK GDPR, this requires either an adequacy decision covering India (there 
is not one currently), or appropriate safeguards (SCCs, BCRs). Your AI acceptable use 
policy should address international access and specify which regions team members can 
access AI systems from.

Adequacy Revocation Contingency
While the EU renewed UK adequacy in December 2025, it remains conditional. A 
contingency plan should include: pre-signed Standard Contractual Clauses ready to 
activate for all EU data flows, identification of which AI processing involves EU personal 
data, assessment of whether your current AI tools support the transfer mechanisms 
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required under SCCs, and a documented process for activating SCCs within 30 days of a 
revocation notice.

CROSS-BORDER DECISION TREE

EU client data + UK processing:
  -> Adequacy covers this today
  -> Maintain SCCs as contingency
  -> AI tool must have UK/EU data residency

UK team member abroad (EU):
  -> Covered by adequacy for EU countries
  -> VPN to UK systems recommended

UK team member abroad (non-EU):
  -> Transfer Risk Assessment required
  -> SCCs may be needed for personal data
  -> Consider restricting AI access to UK/EU only

US-headquartered client with UK data:
  -> UK-US data bridge (if in effect) may apply
  -> Otherwise SCCs + TRA required
  -> AI processing should remain in UK
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Part 14: Contractual and Commercial Framework

AI Clauses in Client Contracts
B2B contracts increasingly need to address AI use. If you use AI to process client data, 
your contracts should disclose this. Some clients will mandate restrictions. Failing to 
disclose AI use and having it discovered later creates both legal risk and trust damage.

AI DISCLOSURE CLAUSE (adapt to your context):

"The Service Provider may use artificial intelligence
tools in the delivery of services. Where AI tools are
used to process Client Data:
(a) The Service Provider will maintain a register of
    approved AI tools and their data processing
    locations, available to the Client on request;
(b) Client Data will only be processed by AI tools
    that meet the data residency requirements
    specified in Schedule [X];
(c) No Client Data will be used for AI model training;
(d) The Service Provider will maintain audit trails
    of AI processing of Client Data;
(e) Human review will be applied to all AI-generated
    outputs before delivery to the Client."

Vendor AI Terms Evaluation
When evaluating any AI vendor or tool, check these terms before signing.

VENDOR AI TERMS CHECKLIST

Data handling:
[ ] Where is data processed? (specific region, not
    just "cloud infrastructure")
[ ] Where is data stored at rest?
[ ] What is the retention period?
[ ] Is data used for model training? (must be "no"
    for business data)
[ ] Is a Zero Data Retention option available?

Legal protections:
[ ] DPA available and signed?
[ ] Sub-processor list provided?
[ ] Breach notification timeline specified?
[ ] Liability cap adequate for your risk?
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[ ] Indemnification for data breaches?

Operational:
[ ] Admin controls for audit, retention, access?
[ ] API vs consumer terms (different protections)?
[ ] Ability to export/delete data on demand?
[ ] SLA with uptime commitments?

Red flags:
[!] Terms allow training on customer data
[!] No specified data processing location
[!] No DPA offered
[!] Retention period > 30 days without ZDR option
[!] Sub-processors in restricted jurisdictions

The Approved-But-Changed Problem
Provider terms of service change. A tool approved six months ago may have different 
terms today. OpenAI, Anthropic, Google, and Microsoft all update their terms regularly. A 
practical monitoring process: subscribe to provider legal/terms update notifications, set a 
calendar reminder to review terms quarterly, maintain a version-controlled copy of each 
provider's DPA with the date it was last verified, and define a process for re-evaluation 
when terms change that could affect data residency or training commitments.

Vendor Lock-In and Exit Strategies
Sovereignty is not just about where your data is now, it is about whether you can move it. 
If your AI provider changes terms, gets acquired, exits the UK market, or raises prices 
beyond your budget, can you migrate to an alternative without losing your data, your 
workflows, or your compliance posture?

The risk is real. AI providers have changed pricing dramatically (some tripling costs within 
a year), deprecated models that businesses depended on, changed data processing 
terms at renewal, and been subject to geopolitical restrictions. A business that is entirely 
dependent on one provider for its AI capability has a single point of failure that is outside 
its control.

Exit strategy requirements for every AI provider relationship:

VENDOR EXIT STRATEGY CHECKLIST

Data portability:
[ ] Can you export all your data at any time?
[ ] In what format? Is it usable by alternatives?
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[ ] Can you export prompt libraries, fine-tuning
    data, evaluation datasets?
[ ] What is the deletion verification process?

Workflow portability:
[ ] Are your agent workflows tied to this provider's
    proprietary format, or are they portable?
[ ] Could you run equivalent workflows on a
    different provider within 30 days?
[ ] Have you tested the migration path?

Model portability:
[ ] If using a proprietary model, can the same tasks
    be performed by an open-weight alternative?
[ ] If you have fine-tuned a model, can the
    fine-tuning data be used with another provider?
[ ] Is your orchestration layer (LangGraph, n8n)
    model-agnostic, or provider-specific?

Contractual:
[ ] What is the notice period for termination?
[ ] Are there any post-termination data obligations?
[ ] Does the contract include a transition
    assistance period?
[ ] Are there penalties for early termination?

Mitigation:
[ ] Use model-agnostic orchestration (LangGraph,
    n8n) rather than provider-specific SDKs
[ ] Use MCP for tool integration (portable across
    any MCP-compatible agent)
[ ] Maintain tested fallback configurations for
    critical workflows
[ ] Keep evaluation datasets that can validate
    any replacement model's performance
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Part 15: Insurance, Liability, and Directors' 
Obligations

AI-related insurance is one of the fastest-moving areas in commercial risk. Insurers are 
responding to AI risks by introducing exclusions that many businesses are not yet aware 
of. Getting this wrong could mean discovering you are uninsured after an incident.

The AI Insurance Landscape in 2026
Insurance companies are introducing AI-specific exclusions across multiple policy types. 
General liability policies are being updated with exclusions for claims arising from 
generative AI, with new exclusion forms from the Insurance Services Office (ISO) 
available to insurers from January 2026. Directors and Officers (D&O) policies 
increasingly include AI exclusions that preclude coverage for any claim "in any way 
involving, or related to" AI usage. Professional Indemnity (PI) policies may not explicitly 
cover AI-assisted professional advice, creating a grey area between tool liability and 
professional liability. Errors and Omissions (E&O) policies are seeing similar exclusions.

These exclusions are often extremely broad. Harvard Law School's analysis warns that 
they can be "near absolute in scope," precluding coverage for any claim related directly 
or indirectly to AI use. For directors, the risk is personal: if D&O coverage excludes AI-
related claims and your company has an AI-related incident, directors face personal 
financial exposure.

The positive news: cyber insurance is currently more stable. Cyber insurers are largely 
holding firm on AI coverage. Dedicated AI insurance products are emerging, including 
Armilla's AI liability policy (underwritten at Lloyd's) and Google Cloud's partnership with 
Beazley, Chubb, and Munich Re, offering targeted protections for AI hallucinations, model 
failures, and malfunctioning AI tools.

Insurance Audit Checklist

INSURANCE AI AUDIT

Review current policies:
[ ] General Liability: check for AI/GAI exclusions
[ ] D&O: check for AI-related claim exclusions
[ ] Professional Indemnity: confirm AI-assisted work
    product is covered
[ ] E&O: check for AI exclusions or limitations
[ ] Cyber: confirm AI-related incidents are covered
    (most still are, but verify)



Data Sovereignty and AI Security - Playbook

Questions for your broker:
[ ] Do any current policies contain AI exclusions?
[ ] Are AI exclusions being proposed at renewal?
[ ] What is the scope of any AI exclusion?
    ("arising from" vs "related to" is critical)
[ ] Would a dedicated AI policy fill any gaps?
[ ] What governance documentation would reduce
    AI-related premiums or avoid exclusions?

Actions:
[ ] Document your AI governance framework
    (insurers increasingly require this)
[ ] Maintain AI incident response plan
[ ] Keep audit trails demonstrating oversight
[ ] Review at every policy renewal, not just annually
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Part 16: Employee Data and Employment Law

AI tools that process employee data (communications, performance metrics, HR records) 
face specific requirements under UK employment law beyond those imposed by data 
protection legislation.

Employee AI Consultation Process
Before deploying AI tools that process employee data, work through this process.

EMPLOYEE AI DEPLOYMENT PROCESS

Step 1: Impact Assessment
[ ] Identify what employee data the AI will process
[ ] Classify the data (communications, performance,
    HR records, financial, health)
[ ] Complete a DPIA if processing is high-risk
[ ] Identify lawful basis (legitimate interests
    most common, consent is problematic for
    employment relationships)

Step 2: Consultation
[ ] Inform employee representatives or trade unions
[ ] Provide clear explanation of what AI will do,
    what data it processes, and what decisions
    it influences
[ ] Allow meaningful time for questions and concerns
[ ] Document the consultation and outcomes

Step 3: Transparency
[ ] Update privacy notice to include AI processing
[ ] Explain what data is processed and why
[ ] Explain any automated decision-making
[ ] Provide right to human review of AI decisions
    that significantly affect employees

Step 4: Safeguards
[ ] Meaningful human intervention in decisions
    (DUAA requirement: reviewer must be able
    to challenge or override the AI)
[ ] No solely automated decisions on disciplinary,
    performance, or employment status
[ ] Employee data stays within UK jurisdiction
[ ] Retention periods defined and enforced
[ ] Access limited to those with legitimate need
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Part 17: Incident Response for AI Systems

An AI-related data incident has unique forensic requirements compared to a traditional 
breach. You need to trace what the agent accessed, what it output, whether output was 
stored or forwarded, and whether the AI's behaviour was within its defined parameters. 
Your existing incident response plan needs AI-specific additions.

AI Incident Response Plan Template

AI INCIDENT RESPONSE PLAN

Phase 1: Detection and Assessment (0-4 hours)
[ ] Identify the AI system involved
[ ] Determine: was this a data breach, an output
    error, a safety failure, or a sovereignty breach?
[ ] Pull audit trail for the affected system
[ ] Identify what data was accessed by the AI
[ ] Identify what output was generated
[ ] Determine if output was shared externally
[ ] Assess: does this trigger ICO notification?
    (72-hour deadline for personal data breaches)

Phase 2: Containment (4-24 hours)
[ ] Suspend the affected AI agent or workflow
[ ] Revoke the agent's credentials/API keys
[ ] Preserve all logs and audit trails
[ ] If sovereignty breach: identify where data went
[ ] If data exfiltration: attempt to determine scope
[ ] Notify internal stakeholders (DPO, legal, exec)

Phase 3: Notification (24-72 hours)
[ ] ICO notification if personal data breach
    (72-hour deadline from becoming aware)
[ ] Affected individuals if high risk to rights
[ ] Clients if client data was involved
[ ] Sector regulator if applicable (FCA, SRA, etc)
[ ] Insurer (check notification requirements)

Phase 4: Investigation (1-4 weeks)
[ ] Root cause analysis using audit trails
[ ] Determine: agent within defined parameters?
[ ] Determine: guardrails functioning correctly?
[ ] Determine: was this preventable?
[ ] Identify remediation actions
[ ] Document findings for regulatory purposes

Phase 5: Remediation and Learning
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[ ] Implement fixes to prevent recurrence
[ ] Update guardrails, permissions, or personas
[ ] Update incident response plan with learnings
[ ] Brief staff on changes
[ ] Schedule follow-up review at 30 days
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Part 18: AI Business Continuity Planning

AI systems introduce new dependencies that your business continuity plan needs to 
address. What happens when your primary AI provider has a major outage? When a 
model you depend on is withdrawn or deprecated? When your self-hosted inference 
server fails?

AI Continuity Test Procedure

AI BUSINESS CONTINUITY TESTING

Quarterly failover test:
[ ] Simulate primary AI provider outage
[ ] Verify fallback model/provider activates
[ ] Measure: how long until service is restored?
[ ] Measure: is output quality acceptable?
[ ] Measure: do all sovereignty controls still apply
    to the fallback configuration?

Annual model withdrawal test:
[ ] Identify your most critical AI model dependency
[ ] Test running your workflows on an alternative
    model (different provider or self-hosted)
[ ] Document quality differences and limitations
[ ] Confirm: can you operate without this specific
    model if it is withdrawn or repriced?

Continuity requirements:
[ ] Identify all AI dependencies in your stack
[ ] For each: what is the fallback if unavailable?
[ ] For each: how quickly can you switch?
[ ] For self-hosted: hardware redundancy plan
[ ] For API-dependent: alternative provider tested
[ ] Graceful degradation: can critical workflows
    operate without AI (slower, manual, but functional)?
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Part 19: Building Your Compliance Framework

This section ties everything together into a governance structure that can be maintained 
and evidenced over time. The templates here are designed to be completed and version-
controlled as living documents.

DPIA Template for AI Systems

DATA PROTECTION IMPACT ASSESSMENT - AI SYSTEM

1. System description
   Name: _________________________________________
   Purpose: ______________________________________
   AI provider/model: _____________________________
   Data processed: ________________________________
   Data subjects: _________________________________
   Volume: ________________________________________

2. Necessity and proportionality
   Why is AI processing necessary? _________________
   Could the purpose be achieved without AI? ________
   What is the lawful basis? _______________________

3. Data flows
   Input data source: _____________________________
   Processing location: ____________________________
   Output destination: _____________________________
   Storage location: _______________________________
   Retention period: _______________________________
   International transfers: [ ] Yes  [ ] No
   If yes, safeguard: _____________________________

4. Risks identified
   [ ] Accuracy of AI output
   [ ] Bias in AI decisions
   [ ] Data breach/exfiltration
   [ ] Sovereignty breach (data leaving UK)
   [ ] Loss of human oversight
   [ ] Employee rights impact
   [ ] Client confidentiality

5. Mitigations
   For each risk identified above, document:
   - Likelihood (low/medium/high)
   - Impact (low/medium/high)
   - Mitigation measure
   - Residual risk assessment
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6. Approval
   DPO sign-off: _____________ Date: ______________
   System owner: _____________ Date: ______________

Third-Party AI Risk Register

THIRD-PARTY AI RISK REGISTER

For each AI provider/tool:

Provider: ________________________________________
Tool: ____________________________________________
Data classification tier: [ ]1  [ ]2  [ ]3  [ ]4
DPA signed: [ ] Yes  [ ] No  Date: ________________
Data processing location: ________________________
Training opt-out confirmed: [ ] Yes  [ ] No
Last verified: ___________________________________
Next review date: ________________________________

Risks:
[ ] Provider changes terms (monitoring in place?)
[ ] Provider outage (fallback defined?)
[ ] Provider acquired/exits market (contingency?)
[ ] Data residency changes (alert mechanism?)
[ ] Sub-processor changes (notification clause?)

Overall risk rating: [ ] Low  [ ] Medium  [ ] High
Approved by: _________________ Date: _____________

Quarterly Review Schedule
Governance is only effective if it is maintained. Set a quarterly review cycle that covers: 
re-verification of all provider data residency claims (technically, not just contractually), 
review of the approved tools registry for new tools and changed terms, shadow AI 
discovery scan, permissions audit for all AI service accounts and API keys, review of 
incident log and near-misses, update to DPIA if any AI systems have changed, insurance 
policy review for new AI exclusions, and update to this compliance framework based on 
regulatory changes.
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Part 20: The UK Sovereign AI Opportunity

Data sovereignty is not only a compliance obligation. It is a competitive advantage. UK 
businesses that can demonstrate robust AI governance, verified data residency, and 
transparent AI practices are better positioned for public sector contracts, regulated 
industry work, and clients who increasingly demand these assurances.

UK Government AI Programmes
The UK government is investing significantly in AI infrastructure and adoption support. 
Businesses should assess their eligibility for these programmes.

UK AI FUNDING AND SUPPORT CHECKLIST

AI Growth Zones:
[ ] Designated areas with accelerated planning
    for AI data centre development
[ ] Check if your location qualifies

National Data Library:
[ ] Centralised access to government datasets
[ ] Potential data source for AI training

Made Smarter:
[ ] Funding for SME digital adoption (including AI)
[ ] Currently in NW, West Mids, Yorkshire, NE, E Mids
[ ] UK-wide expansion targeting 2,500+ SMEs from 2026-27
[ ] Grant success rate: 100% in recent programme data

BridgeAI (Innovate UK):
[ ] Sector-specific AI adoption support
[ ] Pairs businesses with AI specialists
[ ] Funded practical problem-solving, not generic training

AI Skills Hub / Skills Boost:
[ ] Free learning paths from major tech partners
[ ] AI foundation skills benchmark
[ ] 1M+ courses completed since June 2025

Regional Tech Booster Projects:
[ ] 14 projects activated with funding, mentorship
  and investor networks
[ ] Check techuk.org for your region's projects

Building Sovereignty as Competitive Advantage
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Businesses that invest in sovereign AI infrastructure now are building three competitive 
advantages. First, public sector readiness: UK government procurement is moving 
towards mandatory data residency requirements. Businesses that can already 
demonstrate verified UK data sovereignty are ahead of competitors who will need to 
retrofit. Second, regulated industry trust: clients in financial services, healthcare, and 
legal sectors are increasingly asking about AI data handling. Having a completed data 
flow map, classification framework, and verified sovereignty posture turns a compliance 
question into a sales advantage. Third, resilience: businesses with hybrid sovereign 
architectures (self-hosted for sensitive data, API for general tasks) are less dependent on 
any single provider, better positioned for geopolitical disruption, and more adaptable to 
regulatory changes.

The UK's pro-innovation regulatory approach, combined with the infrastructure 
investments in AI Growth Zones and regional support programmes, creates a window of 
opportunity. Businesses that build sovereign AI capabilities now, while the regulations are 
still forming and the support is available, will be best positioned when mandatory 
requirements arrive.

The Bottom Line
Data sovereignty is not a one-time compliance exercise. It is an ongoing operational discipline 
that needs to be embedded in how your organisation evaluates, deploys, and governs AI. 
Complete the templates in this playbook, implement the verification procedures, set the 
quarterly review cycle, and treat your sovereignty posture as a living system that evolves with 
the technology, the regulations, and your business needs. The organisations that get this right 
will not just be compliant. They will be trusted.
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This playbook is a living document.
Update it as regulations evolve, provider terms change, and your sovereignty  

requirements mature.
Part 4 of the Dendro Logic AI Adoption Series.
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